do action(‘hack me’)




Who are we and why are we talking about this?

ABOUT US



Joshua Hansen Kurt Payne




Reasons your site gets hacked

WHY ME?



Phishing Site
Malware Downloads
Warez/Piracy

SEO

Spam

DDOS




What are they exploiting?

COMMON VULNERABILITIES



OWASP Top Ten

Injection
Cross-Site Scripting

Broken Authentication
and Session Management

Insecure Direct Object
References

Cross-Site Request
Forgery

Security Misconfiguration

Insecure Cryptographic
Storage

Failure to Restrict URL
Access

Insufficient Transport
Layer Protection

Unvalidated Redirects and
Forwards



REMOTE FILE INCLUSION






Prevention

REMOTE FILE INCLUSION



Never trust user supplied input!

Sanitize your data -
http://codex.wordpress.org/Data Validation

Verify length

Verify type

Test against regex
Compare against whitelist
Validate inputs




CROSS-SITE SCRIPTING (XSS)






CROSS-SITE SCRIPTING (XSS)



Never trust user supplied input!

Sanitize your data -
http://codex.wordpress.org/Data Validation

Escape based on context
Use the methods provided by WordPress



Explanation and Example

SQL INJECTION






Prevention

SQL INJECTION



Never trust user supplied input!

Sanitize your data -
http://codex.wordpress.org/Data Validation

Use Prepared Statements — wpdb::prepare()
Escape user supplied input

Least Privilege

Whitelist input validation



Tools and Resources

WHAT CAN | DO?



W3AF

Web Application Attack and Audit Framework



RIPS

path / file e

usar mpid




Vulnerability Databases

_ialx

T =T 1=

:rn’s'"“ﬂ'h Search OSVDE

e i o : EXPLOIT
DATABARSE .

3 neiens
User Staty Search Guory: foxi_typa: alfiaxt vin_title: TEST
n 31 - =
s m DiscDate  CUE Titte
iy R S AlasChae ert for Ioemial © usier, php mosCorfia absohite path Parameatar
B W00 Alaahar Comomect

aar ]

ER2I2 20001014 20003812  Linux Karnal Netlink Sub:

m riatjzchadds_api.c tf_fil_nods Funchion Lo<al Mamary
2093501 EEowmtiouse BPSLdents siuderia.ahe tes Earsmeter S04 Injsdicn
Linuze Karnad tr_fil_trlass() Function Kemal Mamary

2009-3226 m nat/schadsch_ap.

15 YOUR PORT S0 WIDE DPERT
HACKERS ARE LOOKING.

Advertisements 20093002
141 IBM WehiSphare Business Evants Test Sandet wberurtimesar Apphcation Unspeafied Arbitrary Code Execution £
[asape oo ———— ] 9274
| 2009-3043 s« Kams diy he Exploit Database
2009-2605 Linux Kamel Mulbpls mmap Opara a
20092693 L0 KRSt Mulbess Protocol prots oRE

WP-Syritax Plugin

Wordpea:

"

x o test_fikedwp_head] A Arhitrary PHP Code Execution

F00-00-03 Liniss K kesmaliposi-timars.c init_pases_timers Function NULL Dersfarance Local Das
2009-08-01 MAoms madulimed.test,pho EhCMS emiks i
| 2008-07-13 AR_OM_SETID Mask Local Securky Regtrh

06-20 gar test/indax.php & Parameter Tra,

rhitrary File Access

200906-26  2009-2397  Virue Qriine Test Gensrator LaxTohp (s Paameter SOL Inpection
siitye Onling Test

0 il Pasameter K55

H000-06-26  2000-3393 Genasatol adw

602 2EIMS U 0 drivesninet/e 1000/ s Undefiow Dos
Proven On Demand | e = sl
2009-05-15 Linys Karned KyM Guest Machine Port 800 Local Des
15-14  2000-1633 CIFS String ¢ Muiiple Local Cresrfiows
0504 2000 18527 o n iction ered suss mutes Handing Local Brivisns Escalation |
Tore LY & | = 20 ® & otero




OWASP




Links

W3AF - http://w3af.sourceforge.net/

RIPS - http://rips-scanner.sourceforge.net/
NVD - http://nvd.nist.gov/

OSVDB - http://osvdb.org/

Exploit-DB - http://www.exploit-db.com/
OWASP - https://www.owasp.org

Hardening WordPress -
http://codex.wordpress.org/Hardening WordPress

WordPress SQLi -
http://codex.wordpress.org/Class Reference/wpdb#Protect

Queries Against SQL Injection Attacks

WordPress Data Validation —
http://codex.wordpress.org/Data Validation




